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Chuong 1.
Ngon ngwt 1ap trinh Python

Trong chuong nay sinh vien sé duge lam quen véi ngon ngit lap trinh Python dé st
dung khi thyc hanh cac bai tap ctia mon hoc S6 hoc va thuat toin. Noi dung clia
chuong sé gitp sinh vien c¢6 thé thiyc hien mot chuong trinh don gian thong qua viec
gi6i thieu céc kién thitc co ban vé Python nhu cac phép toan s6 hoc, cac kiéu dit lieu,
cac cau tric didu khién... Sinh vién can tim hiéu them cac tai lisu khac ([?]) dé tra citu

cac ham cling nhu cac géi ham phuc vu cho muc dich thire hanh ctia minh.

1.1. Giéi thieu

Python 1a mot ngon ngit 1ap trinh cip cao tuong tir nhu cac ngon ngit 1ap trinh khac
nhu C, C++, Perl, Java... nhung 1a mot ngon ngit thong dich. Dieu nay c6 nghia 1a mdi
cau lenh sé dudc trinh thong dich thuc thi mot cach tuan tu khi chuong trinh Python
dugce khéi chay.

Trinh thong dich ctia Python c6 2 cach stt dung, st dung 6 ché do tuong tdc (interactive
mode) va stt dung & ché do kich ban (script mode). O ché do tuong tac, cau lenh duge

g6 va thyc thi, két qua sé dude in ra ngay sau do:

>>> 1 + 1
2

Nguoc lai, 6 ché do kich ban, cac cau lenh duge luu trong mot tap dit lieu goi 1a kich
ban (script) va sé duge thyce thi mot lan.

python myscript.py



Trong ca hai ché do, ky hiéu # bao hiéu mot dong chu thich.

>>> #Mac dinh la 60 giay

>>> _time = 60

1.2. Bién va kiéu di liéu

Trong ngon ngit 1ap trinh Python, mot bién (variable) dugc khai bao va khdi tao thong

qua cau lénh gan.

>>> message = ’And now for something completely different’
>>>n = 17
>>> pi = 3.14159265635897931

Ten bién bao gom céac ky tu chit, s6 va ky hieu underscore (_). Ten bién khong dugc
bat dau bang s6 va khong duge trung véi cac ti khéa (keyword) ctia Python (xem [?],

trang 11).

>>> T76trombones = ’big parade’
SyntaxError: invalid syntax

>>> more@ = 1000000

SyntaxError: invalid syntax

>>> class = ’Advanced Theoretical Zymurgy’

SyntaxError: invalid syntax

Mot khi duge khai béo, bién sé c6 mot kieu di lieu dude tu dong xac dinh bdi Python.

Kiéu dit lieu ctia mot bién cé thé duge nhan biét bang lenh type.

>>> type(message)
<type ’str’>

>>> type(n)

<type ’int’>

>>> type(pi)
<type ’float’>

Dé kiém tra mot bién c6 mot kiéu dit lieu cu thé nao d6, Python cung cap lénh

isinstance.



>>> isinstance(message, str)
True
>>> isinstance(pi, int)

False

1.3. Phép toan co ban

Python cung cap cic phép toan sé hoc co ban nhu cong (+), trit (=), nhan (*), chia
(/), liy thita (**), va phép chia modulo (%).

>>> 20+32; hour-1; hour*60+minute; minute/60; 5**2; 9*(15-7);

Trong Python 2.0, phép chia cac s6 nguyén cho két qua 1a mot s6 nguyén, phép chia

cac so thuc sé cho két qua 1a cac s6 thuec.

>>> minute = 59
>>> minute/60

0

>>> minute/60.0

0.98333333333333328

Ngoai ra con c¢6 cac phép toan so sanh nhu bang (==), khac (!=), 16n hon (>), nh6 hon
(<), 16n hon ho#c bang (>=), va nhé hon hodc bang (<=)

>>> x =y # x is not equal to y

>>>x >y # x is greater than y

>>> x <y # x is less than y

>>> x >=y # x is greater than or equal to y
>>> x <=y # x is less than or equal to y

Cudi cuing 1a cac phép toan luan 1y bao gom and, or, va not. Mot s6 khac 0 dude xem

la mot gia tri True trong cac phép toan luan ly cua Python.

>>n =9
>>n % 2=0o0rmnY% 3 ==
True

>>> 17 and True

True



1.4. Biéu thiic

Biéu thitc 1 sy két hop giita cac gia tri, cdc bién va cac phép toan. Biéu thiic cé thé

chi gom mot gia tri, hoic mot bién, nhung khong thé 1a mot phép toan.

>>> 17
>>> x

>>> 17 + x

1.5. CéAu triac diéu khién

CAu trac diéu kien c6 thé don gian chi gdm mot biéu thic if, hodc gdm nhiéu cip

if-else khéc nhau.

>>> if x > 0:
print(’x is positive’)

>>> if x == y:
print(’x and y are equal’)

. else:
if x < y:
print(’x is less than y’)

else:

print(’x is greater than y’)
Cau tric lip bao gom cac cau tric for va while.

>>> for i in range(4):
print ("Hello!’)
>>> while True:
print (x)
y=(x+a/x) /2
if abs(y-x) < epsilon:
break
xX=y



1.6. Chubi ky tu va danh sach

1.6.1. Chuéi ky tu

Chudi ky tu trong Python c6 thé duge xem nhu 1a mot méang cac ky ti, c6 chi s6 bt

dau tu 0, va c6 gia tri hing so.

>>> fruit = ’banana’
>>> print (fruit[1])
a

>>> fruit[1] = 1’

TypeError: object does not support item assignment
Cac thao tac trén chudi ky tu: néi chudi, tinh do dai, 1y chudi con.

>>> fruit[:3]

’ban’

>>> fruit[3:]

)ana’

>>> fruit[0:5:2] # the third index is the "step size"
’bnn’

>>> fruit = fruit + ’mango’

>>> len(fruit)

11

Chuyén chudi sang chit hoa bing thi tuc upper va tim kiém trong chudi bing thi tuc

find.

>>> word = ’banana’

>>> new_word = word.upper ()

>>> print(new_word)

BANANA

>>> new_word.find (’NA’)

2

>>> new_word.find("NA’, 3) # start finding at 3

4

>>> new_word.find(’B’, 1, 4) # finding starts at 1 and ends at 4
-1



>>> ’a’ in word
True
>>> ’geed’ in word

False

Céc chudi c¢6 thé so sanh véi nhau, trong dé, ky tu chit hoa ¢6 gia tri nhé hon ky tu
chit thuong.

>>> if word < ’banana’:
print ’Your word,’ + word + ’, comes before banana.’
. elif word > ’banana’:
print ’Your word,’ + word + ’, comes after banana.’
. else:

print ’All right, bananas.’

1.6.2. Danh sach

Danh sach 1a mot day cac gia tri. Khong giong nhu chudi ky tu ¢6 cac gia tri 1a ky tu,

mot danh sach c6 thé chia gia tri 1 bat ky kiéu nao.

>>> [10, 20, 30, 40]

>>> [’crunchy frog’, ’ram bladder’, ’lark vomit’]
>>> [’spam’, 2.0, 5, [10, 20]]

>>> empty = []

Khong giéng nhu chudi ky tu, cac gia tri bén trong mot danh séch c¢é thé duge cap
nhat va thay ddi tiy ¥.

>>> numbers = [17, 123]
>>> numbers[1] = 5

>>> print (numbers)

[17, 5]

>>> b in numbers

True
Dé duyét qua cac phan t clia danh sach, ching ta cé thé stt dung cau tric lip for.

>>> for x in numbers:
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print (x);
>>> for i in range(len(numbers)):

numbers[i] = numbers[i] * 2

Céc phép toan trén danh sach bao gom két ndi (+) va lap (*).

>>> a = [1, 2, 3]
>>> b = [4, 5, 6]
>>c=a+b

>>> print c

[1, 2, 3, 4, 5, 6]

>>> [0] * 4

(0, 0, 0, 0]

>>> [1, 2, 3] * 3

(1, 2, 3,1, 2, 3, 1, 2, 3]

Truy xuat cac thanh phan ctia danh sach thong qua cac chi so:

>>> t = [;a)’ ’b’, ’C’, de’ )ei’ ;f;]
>>> t[1:3]

[)b; )C’]

>>> t[:4]

[;az’ ’b’, ’e? Jd)]

>>> t[3:]

[)d; )e7 ’f’]

>>> t[:]

[;az’ ’b’, ’c? 'q? ;e;’ ’f’]
>>> t[1:3] = [’x’, ’y’]

>>> print(t)

[;a), )X’, )y;’ ’d’, ;e;’ ’f’]

Cac phuong thiic trén danh sich duge cai dit sn trong Python bao gom phép thém
(append), sip xép (sort), x6a phan tit (pop, del, remove).

>>> # append a value or a list to current list
>>>t = [’a’, ’b’, ’c’]

>>> t.append(’d’)

>>> print(t)



[’a’, ’b’, ’c’, ’d’]

>>> t1 = [’a’, ’b’, ’c’]
>>> t2 = [’d’, ’e’]

>>> t1.extend(t2)

>>> print(t1)

[’a’, ’b’, ’c’, ’d’, ’e’]
>>> # sort a list

>>>t = [’d’, ’c¢’, ’e’, ’b’, ’a’l
>>> t.sort()

>>> print(t)

[’a’, ’b’, ’c¢c’, ’d’, ’e’]

>>> # delete some items from a list

>>>t = [’a’, ’b’, ’c’]
>>> x = t.pop(1)

>>> print(t)

[’a’, ’c’]

>>> print(x)

b

>>> t = [’a’, ’b’, ’c’]

>>> t.remove(’b’)

>>> print(t)

[)a; )C’]

>>> t = [;a;, )b’, ’C’, ;d;’ ;e;’ ’f’]
>>> del t[1:5]

>>> print(t)

[)a; ’f’]

1.6.3. Lién hé giita chudi va danh sach

Céc phép toan chuyéen doi giita chudi va danh sach:

Chuyén mot chudi ky tu thanh mot danh sach

>>> s = ’spam’

>>> ¢ list(s)

>>> print(t)

[’S’, )p;’ >a1, )m)]
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Chuyén mot cau thanh danh sach cac tit

>>> s = ’pining for the fjords’

>>> t

s.split O

>>> print(t)

[’pining’, ’for’, ’the’, ’fjords’]
>>> s = ’spam-spam-spam’

>>> delimiter = ’-’

>>> s.split(delimiter)

[’spam’, ’spam’, ’spam’]

Két hop cac thanh phan ctia danh sich thanh mot chudi ky tu
>>> t = [’pining’, ’for’, ’the’, ’fjords’]

>>> delimiter = >

>>> delimiter. join(t)

’pining for the fjords’

1.6.4. Su khac nhau gitta chudi va danh sach

Do cac thanh phan ctia mot chudi khong thé bi thay doi, nén céc chudi gidng nhau sé

duge tham chiéu dén cuing mot object.

>>> a ’banana’

>>> b

’banana’
>>> a is b

True

Ngudc lai, cac thanh phan ctia danh sach c6 thé duge thay doi bat ky ldc nao, nén mot

danh sach sé tham chiéu dén mot object riéng.

>>> a

[1, 2, 3]
[1, 2, 3]

>>> a is b

>>> b

False

Tuy nhién néu gan mot danh sach cho mot bién khéc, thi ching sé cing tham chiéu

dén mot object.
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>>> a [1, 2, 3]

>>> b

1]
)

>>> b is a
True

>>> b[0] = 17
>>> print(a)
(17, 2, 3]

1.7. Dinh nghia ham

Dé dinh nghia mot ham, ta ding tit khoa def, diing tit khéa return dé xac dinh gia

tri tra ve clia ham.

>>> def absolute_value(x):
if x < 0:
return -x
else:
return x
>>> def distance(xl, yl1, x2, y2):
dx = x2 - x1
dy = y2 - yi
dsquared = dx**2 + dy**2
result = math.sqrt(dsquared)

return result
Ham trong Python ciing cho phép dé quy nhu cac ngon ngit lap trinh khéac.

>>> def factorial(n):
if n ==
return 1
else:
recurse = factorial(n-1)
result = n * recurse

return result

Chitng ta c6 thé kiém tra céc tham s6 dau vao ctia mot ham 1a hop 1é trude khi thuc

hién cac tinh toan.
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>>> def factorial (n):

if not isinstance(n, int):
print ’Factorial is only defined for integers.’
return None

elif n < O:
print ’Factorial is only defined for positive integers.’
return None

elif n ==
return 1

else:

return n * factorial(n-1)

1.8. Cac ham toan hoc

Python cung cap mot sé6 ham toan hoc co ban cho ngusi st dung, nhu liy thira, 1ay
can, logarit, ... Ching ta c6 thé sit dung dé kiém tra tinh chinh x4c clia cac két qua

tinh toan ctia minh.

Trude tien ching ta can khai bao thu vién toan hoc
>>> import math
Sau dé ta c6 thé thuc hién cac phép toan

>>> math.sqrt(2) / 2.0
0.707106781187

>>> radians = 0.7

>>> height = math.sin(radians)

>>> ratio = signal_power / noise_power

>>> decibels = 10 * math.loglO(ratio)

>>> x = math.sin(degrees / 360.0 * 2 * math.pi)
>>> x = math.exp(math.log(x+1))

>>> e

math.exp(1.0)

>>> height = radius * math.sin(radians)



Chuong 2.
Mat ma c6 dien

2.1. Tém tat ly thuyét

2.1.1. Ma dich chuyén - Shift Cipher

AlB|c|p|E|F|G|H|1|J|K]|L|M
ol1f2]3[a]5]6][7][s]o]10]11]12

N|olp|Q|R|s|T|Uu|V|w|x|Y]|zZ
13|14 1516 | 17[ 18|19 |20 21 [ 22| 23] 24| 25

Dinh nghia 1. Dt P =C = K = Zog. Vi moi 0 < K < 25 va vdi x,y € Zog, ma
dich chuyén dugc dinh nghia nhu sau:

Ex(r) = (x + K) mod 26

Dic(y) = (y — K) mod 26

2.1.2. Ma thay thé - Substitution Cipher
Dinh nghia 2. Cho 7 la mot song anh tw tap cdac ky tu thuong vao tap cac ky tu hoa:

T a — A
a — A

Khi dé vdi v € a vay € A, ma thay thé duge dinh nghia nhu sau:

Ex(x) =n(x),  Dxly)=7"'(y)



Vi du 1. Khéa bi mat 7 clia mot méa thay thé cho bdi bang sau:

AlB|c|p|E|F|c|H|I|J|K]|L|M
7Tdlryv‘ohez‘x‘w‘p‘t
N|o|p|qQ|R|s|T|U|V|W|x]|Y
bgqunmusk‘ac
71abcdef‘g‘h‘1‘]‘kl
" X|N|y|alH|p|lo|c|z|Q|w|B

2.1.3. Ma Affine

Dinh nghia 3. Dat P =C = Zys va

K = {(a,b) € Z3 : gcd(a, 26) = 1}

Vdi moi khéa K = (a,b) € K va vdi x,y € Zag, ma Affine dugc dinh nghia nhu sau:

Ex(z) = (ax + b) mod 26

D (y) = a *(y — b) mod 26

2.1.4. Ma Vigenere

16

Dinh nghia 4. Chon m la mot s6 nguyén duong. Dat P =C = K = (Zyg)™. Vi méi
khoa K = (k1,ka,....km) € K va vdi x = (21,22, ..., Tm) € P, y = (Y1, Y2, -, Ym) € C,

ma Vigenére duge dinh nghia nhu sau:

Ex(x) = (x1 + k1,29 + ko, ..., T, + ky,) mod 26

DK(CU) = (y1 — ki, y2 — koy oo Y — km) mod 26
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2.1.5. Ma Hill
Dinh nghia 5. Chon m > 2. Dat P = C = (Zy)™ va
K ={Mpxm € Mup(Zs) : det (M) # 0}
Khi do vdi moi khéa K € K va x € P, y € C, ma Hill dugc dinh nghia nhu sau:
Ex(x) =xK (mod 26)

Di(y) =yK™' (mod 26)

2.1.6. Ma chuyén vi - Permutation Cipher

Dinh nghia 6. Chon m la mot s6 nguyén duong. Dit P = C = (Zog)™ va K la tap
cac hodn vi m phan ti {1,....m}. Khi dé vdi méi khéa K la mot hodn vi m phan ti va

x € P,y eC, mahoin vi dugc dinh nghia nhu sau:
51{(33) = 5K(3317 ,:L’m) = (xK(l), ...,:L’K(m))

DK(Z/) = DK(yh 7ym) = (yK—l(l)a ---ayK—l(m))

Vi du 2. V6i m = 6, ta c6 mot khoa 1a hoan vi sau:

2.2. Bai tap thuc hanh

Bai tap 1. Viét ham tinh ma Esnky va gidi ma Dy dich chuyén dua tréen khéa k cho

trude la mot so nguyén khong am khong qud 25.

Bai tap 2. Mot nguoi tim cach nang cao tinh an toan cho van ban ma hoa ciua minh.
Anh ta nghi ra mot khéa la mot so nguyén duong cé n chit s6 k = kiks...k, vdi k; la
cdc chit so thap phdan, sau dé anh ta ma héa van bin p cia minh nhu sau: E(p) =

Esnin) (Eshin) (o (Esion) (D)), biét Esnryy(w) la ham ma héa dich chuyén cé khéa k;.

1. Viét ham tinh ma va gidi ma cho phuong phdp ma héa nay.

2. Nhan xét vé tinh an toan ciia phuong phdp nay so vdi ma dich chuyén goc.
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3. Nhiing dieu kién nao cia k lam cho Ey(p) # p?

Bai tap 3. Viét ham tinh ma Ey(ry va gidi ma Dyery thay thé dua trén khéa T trong vi
du 1 Jd trén.

Bai tap 4. Mot nguoi su dung ham Egr dé ma hoa van bin p cia minh nhu sau:
Er = Eim)(Es(m) (P))-

1. Héy nhan zét ve két qud ma héa ¢ nhan dudc.

2. Thit cho mot khéa 1 khac dé Ey khong gdap phdi van dé nhu khéa .
Bai tap 5. Viét ham tinh ma E,x) va gidi ma Dok Affine dua trén khéa K € Z.

Bai tap 6. Mot nguoi ma héa van bdan p ciia minh vdi khéa K = (ky, ke) € Z34 theo
phuong phap sau: Ex(p) = Eatre)(Esnikn) (Eshina) (P))). Hay viét ham tinh ma va gidi ma
cho phuong phdp nay.

Bai tap 7. Mot nguoi ma héa van bian p ciia minh vdi khéa K = (ky, ke) € Z34 theo
phuong phdp sau: K' = (ki,2Ep,) () va Ex(p) = Earery(p). Hay viét ham tinh ma
va gidi ma cho phuong phdp nay.

Bai tap 8. Viét ham tinh ma Eo(ry va gidi ma Dy(ry Vigenere dua trén khoa K € Ziyg.

Bai tap 9. Mot nguoi ma héa van ban p chieu dai m cia minh vdi khéa K =€ 75
theo phuong phip saw: p' = (Ea(11k1))(P1); Ea((11,k2)) (P2):s -+ Ea((@3 k) (Pm)) V8 Exc(p) =
Eo)(p'). Hay viét ham tinh ma va gidi ma cho phuong phdp nay.

Bai tap 10. Viét ham tinh ma En(rcy va giai ma Dy Hill dua trén khéa K € M.y, (Zag)
va K kha nghich trén Zog.

Bai tap 11. Mot nguoi ma héa van ban p chiéu daim ciia minh vdi khéa K € M, (Zog)
(K khd nghich trén Zsyg) theo phuong phap sau: Ex(p) = Eni)(Enrery(p)). Hay viét

ham tinh ma va gidi ma cho phuong phdp nay.

Bai tap 12. Viét ham tinh ma Ey(ry v gidi ma Dy chuyén vi dua trén khéa T trong

vi du 2 J trén.



Chuong 3.

Ma déi xing hién dai vi ma céng
khai

3.1. Tém tat 1y thuyét

3.1.1. Ma Lip

Mot hé mé lap tieu biéu bao gom ham lip song anh ¢ va tap r khoa K, K, ..., K,, khi

do6 viec ma hoéa mot van ban p duge thuc hién qua r vong lap:

c=w,
w; = g(wi—q, K;),1 <i<r

Wo =P
Viéc giai ma c¢ cing duge thiye hién qua r bude lap:

b = wo
wisg =g Hw;, K;),1<i<r

w, = ¢

3.1.2. Ma DES

Ma DES la mot ma lap 16 vong ma héa mot van ban p dai 64 bit v6i mot khoa dai 56
bit. O méi vong, trang thai w; duge chia lam hai phan dai 32 bit 14 L; va R;. Khoéa K;
& moi lan lap dai 48 bit 1a mot khoa dude sinh ra tit khéa K ban dau. Viéc ma hoa

dugc tién hanh nhu sau:
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C = IP_l(R16, L16>
w; = (Li, R;) = g(Li—1, Ric1, K;) = (Riz1, iy @ f(Ri—1, K3))
Wo = (Lo, Ro) = ]P(:L’)

Viéc gidi ma duge thyc hién tuong tu v6i ham g=! cho béi cong thic (L; 1, Ri_1) =
g YL, Ri, K;) = (R @ f(L;, K;), Ly).

3.1.3. Ma AES

Ma AES 1a mot ma lap ma hoa mot van ban p dai 128 bit v6i khéa K c6 chiéu dai 128,
192, hoac 256 bit. S6 vong lap ctia AES phu thudc vao chiéu dai ctia khéa K, tuong
ung la 10, 12, hodc 14 vong.

3.1.4. Hé ma RSA
Chon n = pq v6i p, q la cac s6 nguyéen t6. Dat P =C = Z,, va
K ={(n,p,q,a,b) : a = bmod n}

V6i K = (n,p,q,a,b) € K va z,y € Z,, ham ma héa va gidi ma RSA dugce dinh nghia
nhu sau:

Ex(z) = 2 mod n
D(y) = y* mod n

Khi d6 (n,b) duge goi la khoa cong khai, (p, ¢,a) duge goi la khoa bi mat.

3.2. Bai tap thuc hanh

Bai tap 13. Hay dé zuat va cai dat thudt todn cho ham song dnh mot chuoi ky tu co

chiéu dai bat ky va mot chudi bit.

Bai tap 14. Hay dé zuat va cai dat thudt toan cho ham song dnh mot chudi bit cé
chiéu dai bat ky thanh mot chudi bit (ngan nhat) cé chiéu dai la boi s6 clia n cho trudc.

(Padding)

Bai tap 15. Hay cai dat thudt toin DES dé ma héa va gidi ma mot chudi bit dai 64
bit.
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Bai tap 16. Hay cai dat thudt toan DES dé ma héa va gidi ma mot chudi bit dai bat
ky.
Bai tap 17. Hay cai dat thudt todn DES dé ma héa va gidi ma mot chudi kyj tu co
chiéu dai bat k.
Bai tap 18. Hay cai dit thudt toan AES dé ma héa va gidi ma mot chudi bit dai 64
bit.
Bai tap 19. Hay cai dat thudt toan AES dé ma héa va gidi ma mot chudi bit dai bat
ky.
Bai tap 20. Hay cai dat thudt todn AES dé ma héa va gidi ma mot chudi kyj tu co
chiéu dai bat ky.
Bai tap 21. Chon hai so nguyén to p, ¢ va n = pq. Viét ham tinh khéa bi mat a tu

khoa cong khai b cho trudc.

Bai tap 22. Viét ham ma héa RSA mot van ban m vdi khéa cong khai la (n,b) cho
trudc.

Bai tap 23. Viét ham gidi ma RSA mot doan ma c vdi khéa bi mat la (p,q,a) cho
trudc.

Bai tap 24. Viét ham tham ma RSA mot doan ma ¢ vdi khéa cong khai la (n,b) cho
trudc.



Chuong 4.

Ham bam mat ma

4.1. Tém tat 1y thuyét

Ham bam hiéu theo nghia don gian 13 ham cho tuong tng mot mang dit lieu 16n véi
mot mang dit lieu nhé hon. Cac ham bam nhan mot chudi bit m, goi 1a mot thong diép
(message), c6 chiéu dai tiy y (hitu han) lam di lieu dau vao va tao ra mot chudi bit

d ¢6 chiéu dai ¢6 dinh n > 0 goi 1a ma bam (hash code hay message digest).

Néu ky hiéu D 1a mién xéc dinh (dau vao) va R 1a mién gia tri (dau ra) cia ham bam
h(m), ta nhan thay s6 lugng phan tit ciia D thuong 16n hon rat nhiéu so vé6i s6 lugng
phan tit trong R (vi chiéu dai thong diep dau vao la tuy y va thuong lén hon n). Do
d6 h(m) khong c6 tinh chat don anh, nghia 13 luon ton tai nhiing thong diep dau vao
c6 cing mot ma bam, cac thong diép nay goi 1a cac zung dot (collision). Tuy nhién
néu véi n du l16n thi xadc xuat dé tim ra mot xung dot 1a rat khé va mét rat nhieu thoi

gian.
Dinh nghia 7. Ham bam h la mot ham théa hai tinh chat sau:
o Tinh nén (Compression): h cho tuong twng mot thong diép dau vao m cé do dai
bat ky thanh mot ma bam d = h(m) cé chiéu dai co dinh n.
e D¢ tinh todn (Ease of computation): Vi moi thong diép dav vao m cé chieu dai
hitu han tiy 4, ma bam h(m) cé thé dugc tinh todn mot cich dé dang.
Dinh nghia 8. Ham bam madt ma h la ham bam cé cdc tinh chat sau:
e Tinh khang tien dnh (pre-image resistance): vdi moi ma bam cho trude, khé cé

thé tinh todn dé tim dugc mot thong diép tuong ting vdi ma bam dé. Nghia la, vdi

moi d cho trude, khé cé thé tim dugc m sao cho h(m) = d.
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o Tinh khding tién dnh thi hai (second pre-image resistance): vdi moi thong diép
cho trudc, khé cé thé tinh toan dé tim duoc mot thong diép khac co cung ma bam
vdi thong diép ban dau. Nghia la, vdi moi thong diép m cho trudc, kho cé thé tim
dugc thong diép m' # m sao cho h(m) = h(m/).

e Tinh khing zung dot (collision resistance): khé c6 thé tinh todn dé tim duoc hai
thong diep khac nhau ma cé cting ma bam. Nghia la, kho cé thé tim duge m # m/
sao cho h(m) = h(m’).

Chu y. Thuat ngit "kho c6 thé tinh toan" & day c¢é nghia do phiic tap ciia viéc tinh
toan la trén da thiic, hodc doi hoi tai nguyen vudt qua kha ning cung cap. Cu thé ta

¢6 dinh nghia sau:

4.2. Bai tap thuc hanh

Bai tap 25. Cai dat thuat toan Merkle Damgard dé anh za mot chudi bit cé chiéu dai
bat ky (nhung nhé hon 212, 2256 2512 ) thanh mot chudi bit c6 chiéu dai la boi so clia

n = 128, 256, 512.

Bai tap 26. Hay dé zuat va cai dat thuat toan dnh za mot chudi bit cé chiéu dai bat

ky thanh mot chuoi bit ¢6 chiéu dai la boi so clia 32.
Bai tap 27. Cai dat thuat toan padding cho ham bam SHA-1.

Bai tap 28. Cai dat thuat toan SHA-1 dé bam mot chudi ki tu c6 chiéu dai bat ky
thanh mot chuoi bit ¢ chiéu dai 160 bit.

Bai tap 29. Cai dat thuat todn MD5 dé bam mot chudi ky tw co chiéu dai bat ky thanh

mot chudi bit co chiéu dai 128 bit.



Chuong 5.

Hé ma logarit roi rac

5.1. Tém tat ly thuyét

5.1.1. Bai toan logarit rdi rac

Cho nhém nhan (G,.), mot phan tit o € G ¢6 bac n va phan tit S{a). Tim s6 nguyén
duy nhat a, 0 < a <n — 1, sao cho

5.1.2. Hé ma ElGamal

Chon p 1a mot s6 nguyeén t6 sao cho bai toan logarit rdi rac trén Z,, khong the giai
dé dang, va ddt a € Z} la mot phan tit nguyeén thiy (phan tit sinh). Dat P = Z;,
C =17, X7, va

K= {0 a,f): f=a® (modp)}

Khi d6 bo (p, a, 8) duge cong khai va s6 a duge gitt bi mat.
Véi K = (p, @, a,3), va mot s6 ngau nhién bi mat k € Z, 1, viec ma héa va gidi ma

theo hé ElGamal duge thyc hién nhu sau:
c=Ex(p, k) = (y1,0) € Z; X L,
trong dé
y1 = o mod p

Yo = c,@k mod p
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p=Dk(y1,y2) = yQ(ZJiL)fl mod p

5.2. Bai tap thuc hanh

Bai tap 30. Cai dat thudt todn Pohlig-Hellman dé gidi bai todan logarit roi rac.

Bai tap 31. Cai dat thuat toin Sharks dé gidi bai toan logarit roi rac.

Bai tap 32. Cai dat thudt todn Pollard Rho dé gidi bai todn logarit roi rac.

Bai tap 33. Cai dat thudt todn tim mot phan ti nguyén thiy (phan tii sinh) cia 7.

Bai tap 34. Cai dat thuat toan ElGamal dé ma héa va gidai ma mot chuoi kij tu co
chiéu dai bat ky.



6.1. Tém tat ly thuyét

6.1.1. Chtu ky dién t& sit dung hé ma RSA
Chon n = pq v6i p, q 1a cac s6 nguyéen t6. Dat P = A =7Z, va
K ={(n,p,q,a,b) : a = bmod n}

(n,b) duge cong khai, (p,q,a) duge gitt bi mat. Khi d6 vé6i K = (n,p,q,a,b) € K va
x,y € Ly, viec ky va kiém tra chit ky dién ti duge thyc hién nhu sau:

sigy (z) = 2 mod n

ver(y) = true <= z =y’ mod n

6.1.2. Chu ky ElGamal

Chon p la mot s6 nguyeén t6 sao cho bai toan logarit rdi rac trén Z, khong the giai dé
dang (triet tieu, suy bién). Dat « € Zy 1a mot phan tit nguyén thiiy (phan tit sinh), va
P =17, A=1Z; X Z, 1. Ta dinh nghia

K={(p,a,a,p):f=a" (modp)}

Bo (p, a, B) dugc cong khai, s6 a duge gitt bi mat. Khi d6 véi mot khéa K = (p, a, a, B)

va mot sO ngau nhien (bi mat) k € Z_,, viec ky va kiém tra chit ky dién tit ElGamal

dugce thue hién nhu sau:
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o Chit ky dien tit

trong do

v = a¥ mod p
§=(z—ay)k ' mod (p—1)
e Kiém tra chit ky: v6i z,v € Z; va § € ZP7 !,

verg(z, (v,6)) = true <= 7% = a”  (mod p)

6.1.3. Chw ky dién t& dua trén ham bam SHA-1

Chon p la mot s6 nguyen td L-bit sao cho bai toan logarit 1i rac trén Z, khong thé
giai dé dang (triet tieu, suy bién) va L =0 (mod 64) va 512 < L < 1024, va chon ¢ la
mot s6 nguyen t6 160-bit 1a wde s6 clia p — 1. Dat o € Z 1a mot can bac ¢ clia don vi
theo modulo p, va dat P = {0,1}*, A = Z; x Z;. Ta dinh nghia

K={(p.q.00.5): =0 (modp)}

trong d6 0 < a < g — 1. Bo (p, ¢, a, f) dugc cong khai va a duge gitt bi mat.
V6i K = (p,q,a,a, ) va mot s6 ngdu nhién (bi mat) & sao cho 1 < k < ¢ — 1, viéc ky
va kiém tra chit ky dién tit dua trén ham bam SHA-1 dugce thuc hién nhu sau:

e Chit ky dien tit
SigK<m7 k) - (77 5)

trong do

v = (a* mod p) mod ¢
§ = (SHA — 1(x) + ay)k' mod ¢

7,6 khong dong thoi bang 0.
e Kiém tra chit ky: véi z € {0,1}* va 7,0 € Z;,
verg(z,97v,0)) = true <= (' > mod p) mod g =

trong do
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e; = SHA — 1(z)6 ! mod ¢

e = vd ! mod ¢

6.2. Bai tap thuc hanh
Bai tap 35. Cai dat chuong trinh tinh chit kij dien ti va kiém tra chi ki dien tié dua
trén thuat todn RSA.

Bai tap 36. Cai dat chuong trinh tinh chit ky dien ti va kiém tra chit ky dien ti
ElGamal.

Bai tap 37. Cai dat chuong trinh tinh chit ki dién ti va kiém tra chi ki dien ti dua
trén ham bam SHA-1.

Bai tap 38. Cai dat chuong trinh tinh chit kij dién ti va kiém tra chi ki dien ti dua
trén ham bam MDJ.
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